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2. Layered network architecture 
2.1.  Introduction to computer network

· A computer that is not part of any network is considered as stand-alone computer.

· A stand alone system is a computer that is not connected to any other computer.

· A stand alone environment is a work environment in which each user has a computer, but work independently.

· Personal computer is powerful tools that can process and manipulate large amounts of data quickly, but they do not allow sharing that data effectively.

· Before networks, users needed either to print document or copy document to a disk for others to edit or use them.

What is networking?

· A network is simply a collection of computers and other hardware devices that are connected together, either physically of logically, using special hardware and software, to allow them to exchange information and cooperate.

· Computer networks allow sharing of resources and information among devices connected to the network. 

· The Advanced Research Protects Agency (ARPA) funded the design of the Advanced Research Protects Agency Network (ARPANET) for the United States Department of Defense. It was the first operational computer network in the world. Development of the network began in 1969, based on designs developed during the 1960s.

· Networking is the term describes the processes involved in designing, implementing, upgrading, managing and working with networking and network technology.

· Experts agree that Networking is worth your time and effort and can help you to get ahead in the professional world.

· Properly implemented network is a system that provides its users with unique capabilities, above and hence their users, to be connected together. They also allow for the easy sharing of information and resources, and cooperation between the devices in other ways.

· The specific advantage and characteristics of a computer networking are: -

· Sharing information

· Sharing resources

· You can connect a printer, scanner, or a fax machine to a computer and let other computers of the network print, scan or fax.

· Internet access sharing 

· You can play a CD music from one computer while sitting on another computer

· You can create files and store them in one computer, then access those files form the other computers connected to it.

· The fewer disadvantage of computer networking are: -

· Network hardware, software and setup costs.

· Hardware and software management and administration cost.

· Undesirable sharing (viruses) 

· Data security concerns.

· Factors that affects the performance of a network are: -
· Hardware capacity of computers on the network 

· Total number of queued commands waiting to be executed 

· Types of applications being run on the network 

· Types of cable used on the network 

· Distances between computers on the network

2.2. NETWORK TOPOLOGY

· Network topology is the layout pattern of interconnections of the various elements of a computer network

· Generally, there are two types of topologies: -Physical topology and Logical topology

· The physical topology of a network refers to the layout of cables, computers and other peripherals. 
· Logical topology is the method used to pass the information between the computers.

· The physical topology describes the layout of the network, just like a map shows the layout of various roads, and the logical topology describes how the data is sent across the network or how the cars are able to travel (the direction and speed) at every road on the map.

· The most common and standard types of physical topologies are: - 
· Bus topology

· Star topology 

· Ring topology and 

· Mesh topology.

Bus Topology

· With Bus topology, all workstations are connected directly to the main backbone that carries the data.
· Traffic generated by any computer will travel across the backbone and be received by all workstations. 
· This works well in a small network of 2-5 computers, but as the numbers of computers increases so will the network traffic and this can greatly decrease the performance and available bandwidth of your network.


· Because only one computer at a time can send data on a bus network, the number of computers attached to the bus will affect network performance. 
· The more computers there are on a bus, the more computers will be waiting to put data on the bus and, consequently, the slower the network will be.

· Under bus topology if one computer fails, it does not affect the rest of the network.

Star Topology

· Star topology is one of the most common network topologies found in most offices and home networks. 
· It has become very popular in contrast to the bus type, because of the cost and the ease of troubleshooting. 
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· In star topology, cable segments from each computer are connected to a centralized component called a hub. 
· Signals are transmitted from the sending computer through the hub to all computers on the network. 
· If the central point fails, the entire network goes down.
· If one computer or the cable that connects to the hub fails on a star network, only the failed computer will not be able to send or receive network data. The rest of the network continues to function normally.

Ring Topology

· In the ring topology, computers are connected on a single circle of cable. 
· Unlike the bus topology, there are no terminated ends. 
· The signals travel around the loop in one direction and pass through each computer, which acts as a repeater to boost the signal and send it to the next computer. 
· On a larger scale, multiple LANs can be connected to each other in a ring topology by using Thick-net coaxial or Fiber-optic cable.
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· Token Passing:-One method of transmitting data around a ring. (A token is a special series of bits that travels around a token-ring network. Each network has only one token.) The token is passed from computer to computer until it gets to a computer that has data to send. The sending computer modifies the token, puts an electronic address on the data, and sends it around the ring.

· The data passes by each computer until it finds the one with an address that matches the address on the data. 
· The receiving computer returns a message to the sending computer indicating that the data has been received. After verification, the sending computer creates a new token and releases it on the network. 
· The token circulates within the ring until a workstation needs it to send data.

Mesh Topology

· A mesh topology network offers superior redundancy and reliability. 
· In a mesh topology, each computer is connected to every other computer by separate cabling. 
· This configuration provides redundant paths throughout the network so that if one cable fails, another will take over the traffic. 
· While ease of troubleshooting and increased reliability is definite pluses, these networks are expensive to install because they use a lot of cabling. 
· Often, a mesh topology will be used in conjunction with other topologies to form a hybrid topology.
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Hybrid Topology

· With the hybrid topology, two or more standard topologies are combined to form a complete network. 
· A hybrid topology could be the combination of a star and bus topology. These are also the most common in use.
Star-Bus
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· In a star-bus topology, several star topology networks are linked to a bus connection. In this topology, if a computer fails, it will not affect the rest of the network. However, if the central component, or hub, that attaches all computers in a star, fails, then you have big problems since no computer will be able to communicate.

Star-Ring
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Star-ring network
· In the Star-Ring topology, the computers are connected to a central component as in a star network. These components, however, are wired to form a ring network.

· Like the star-bus topology, if a single computer fails, it will not affect the rest of the network. By using token passing, each computer in a star-ring topology has an equal chance of communicating. This allows for greater network traffic between segments than in a star-bus topology.
 Selecting a Topology
· There are many factors to consider when deciding which topology best suits the needs of an organization. The following table provides some guidelines for selecting a topology.

	Topology
	Advantages
	Disadvantages

	Bus
	* Use of cable is economical.
* Media is inexpensive and easy to      work with.

* System is simple and reliable.

* Bus is easy to extend.

* Easy to connect a node to a bus/trunk
	· Network can slow down in heavy traffic. 

· Problems are difficult to isolate.  If the cable is damaged anywhere along its length or either end of the cable loses its termination, the entire network fail.


· Terminators are required at both ends of the backbone cable

· Not advisable to install in a large building

· Lacks central control

	Ring
	* System provides equal access for all      computers. 

* Performance is even/ uniform despite many users.

* There is no reliance on a central hub. All messages pass through all devices.
	· Failure of one computer can impact the rest of the network, because each computer acts as a repeater to boost the signal and send it to the next computer. 

· Problems are hard to isolate.

· Network reconfiguration disrupts operation.

	Star
	· Modifying system and adding new computers is easy. 

· Centralized monitoring and management are possible.

· Failure of one computer does not affect the rest of the network.

· Faults are easier  to locate and isolate
	· If the centralized point fails, the network fails. Hence the network vulnerable to breakdown as it is essentially controlled by one device

	Mesh
	· System provides increased redundancy and reliability as well as ease of troubleshooting.
	System is expensive to install because it uses a lot of cabling. 


2.3. Networking models

· Networking models are used to conceptualize how networks should work, so that hardware and network protocols can interoperate.

· There are several different network models depending on what organization or company started them. 

· The most important two are TCP/IP and OSI modeling.

· The OSI Model uses seven layers, and differs quite a bit from the TCP/IP model. The TCP/IP model does a better job of representing how TCP/IP works in a network, but the OSI Model is still the networking model most technical people refer to during troubleshooting or network architecture discussions. 

· The International Standards Organization (ISO) has defined a standard called the Open Systems Interconnection (OSI) reference model. The OSI model defines internetworking in terms of a vertical stack of seven layers. 

2.4. Layering architecture of networks in OSI Model
· The Open System Interconnection (OSI) reference model describes how information from a software application in one computer moves through a network medium to a software application in another computer. 
· The OSI reference model is a conceptual model composed of seven layers, each specifying particular network functions. 
· Layer 7—Application 

· Layer 6—Presentation 

· Layer 5—Session 

· Layer 4—Transport 

· Layer 3—Network 

· Layer 2—Data link 

· Layer 1—Physical 
· The OSI model divides the tasks involved with moving information between networked computers into seven smaller, more manageable task groups. 
· A task or group of tasks is then assigned to each of the seven OSI layers. 
· Each layer is reasonably self-contained so that the tasks assigned to each layer can be implemented independently. This enables the solutions offered by one layer to be updated without adversely affecting the other layers.
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· The seven layers of the OSI reference model can be divided into two categories upper layers and lower layers. 

· The upper layers of the OSI model deal with application issues and generally are implemented only in software. The highest layer, the application layer, is closest to the end user. These layers of the OSI model represent software that implements network services like encryption and connection management. 
· The lower layers of the OSI model handle data transport issues. The physical layer and the data link layer are implemented in hardware and software. The lowest layer, the physical layer, is closest to the physical network medium and is responsible for actually placing information on the medium. In general these layers of the OSI model implement more primitive, hardware-oriented functions like routing, addressing, and flow control.
2.4.1. Function, services and protocols on each layer

OSI Model Physical Layer 

· The physical layer defines the electrical, mechanical, procedural, and functional specifications for activating, maintaining, and deactivating the physical link between communicating network systems. 

· Physical layer specifications define characteristics such as voltage levels, timing of voltage changes, physical data rates, maximum transmission distances, and physical connectors. 

· Physical layer implementations can be categorized as either LAN or WAN specifications like the following figure 
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OSI Model Data Link Layer 

· The data link layer provides reliable transit of data across a physical network link.

· Different data link layer specifications define different network and protocol characteristics, including physical addressing, network topology, error notification, sequencing of frames, and flow control. 

· Physical addressing (as opposed to network addressing) defines how devices are addressed at the data link layer. 

· Network topology consists of the data link layer specifications that often define how devices are to be physically connected, such as in a bus or a ring topology. 

· Error notification alerts upper-layer protocols that a transmission error has occurred, and the sequencing of data frames reorders frames that are transmitted out of sequence. 

· Finally, flow control moderates the transmission of data so that the receiving device is not beset with more traffic than it can handle at one time. 

· The Institute of Electrical and Electronics Engineers (IEEE) has subdivided the data link layer into two sub-layers: Logical Link Control (LLC) and Media Access Control (MAC) like the following figure
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· The Logical Link Control (LLC) sub-layer of the data link layer manages communications between devices over a single link of a network. LLC is defined in the IEEE 802.2 specification and supports both connectionless and connection-oriented services used by higher-layer protocols. IEEE 802.2 defines a number of fields in data link layer frames that enable multiple higher-layer protocols to share a single physical data link. 

· Media Access Control (MAC) sub-layer of the data link layer manages protocol access to the physical network medium. The IEEE MAC specification defines MAC addresses, which enable multiple devices to uniquely identify one another at the data link layer. 

OSI Model Network Layer 

· The network layer defines the network address, which differs from the MAC address. Some network layer implementations, such as the Internet Protocol (IP), define network addresses in a way that route selection can be determined systematically by comparing the source network address with the destination network address and applying the subnet mask. Because this layer defines the logical network layout, routers can use this layer to determine how to forward packets. Because of this, much of the design and configuration work for internet works happens at Layer 3, the network layer. 

OSI Model Transport Layer 

· The transport layer accepts data from the session layer and segments the data for transport across the network. Generally, the transport layer is responsible for making sure that the data is delivered error-free and in the proper sequence. Flow control generally occurs at the transport layer. 

· Flow control manages data transmission between devices so that the transmitting device does not send more data than the receiving device can process. Multiplexing enables data from several applications to be transmitted onto a single physical link. Virtual circuits are established, maintained, and terminated by the transport layer. Error checking involves creating various mechanisms for detecting transmission errors, while error recovery involves acting, such as requesting that data be retransmitted, to resolve any errors that occur. 

· The transport protocols used on the Internet are TCP and UDP. 

OSI Model Session Layer 

· The session layer establishes, manages, and terminates communication sessions.
· Communication sessions consist of service requests and service responses that occur between applications located in different network devices.
· These requests and responses are coordinated by protocols implemented at the session layer. Some examples of session-layer implementations include Zone Information Protocol (ZIP), the AppleTalk protocol that coordinates the name binding process; and Session Control Protocol (SCP). 
· It also provides for full-duplex, half-duplex, or simplex operation, and establishes checkpointing, interruption, termination, and restart procedures. 
OSI Model Presentation Layer 

· The presentation layer provides a variety of coding and conversion functions that are applied to application layer data. These functions ensure that information sent from the application layer of one system would be readable by the application layer of another system. 
· Some examples of presentation layer coding and conversion schemes include common data representation formats, conversion of character representation formats, common data compression schemes, and common data encryption schemes. 

· Common data representation formats, or the use of standard image, sound, and video formats, enable the interchange of application data between different types of computer systems. 
· Conversion schemes are used to exchange information with systems by using different text and data representations, such as EBCDIC and ASCII. 
· Standard data compression schemes enable data that is compressed at the source device to be properly decompressed at the destination. 
· Standard data encryption schemes enable data encrypted at the source device to be properly deciphered at the destination. 

· Presentation layer implementations are not typically associated with a particular protocol stack. 
· Some well-known standards for video include QuickTime and Motion Picture Experts Group (MPEG). QuickTime is an Apple Computer specification for video and audio, and MPEG is a standard for video compression and coding. 

· Among the well-known graphic image formats are Graphics Interchange Format (GIF), Joint Photographic Experts Group (JPEG), and Tagged Image File Format (TIFF). GIF, JPEG and TIFF are standards for compressing and coding graphic images. 

OSI Model Application Layer 

· The application layer is the OSI layer closest to the end user, which means that both the OSI application layer and the user interact directly with the software application. 

· This layer interacts with software applications that implement a communicating component. Such application programs fall outside the scope of the OSI model.
· Application layer functions typically include identifying communication partners, determining resource availability, and synchronizing communication. 

· When identifying communication partners, the application layer determines the identity and availability of communication partners for an application with data to transmit.
· When determining resource availability, the application layer must decide whether sufficient network resources for the requested communication exist. 
· In synchronizing communication, all communication between applications requires cooperation that is managed by the application layer. 

· Some examples of application layer implementations include Telnet, File Transfer Protocol (FTP), and Simple Mail Transfer Protocol (SMTP). 
2.4.2. Function of each layer

Layer 7 (Application layer)

· This layer is responsible for providing end-user services, such as file transfers, electronic messaging, e-mail, and network management.

· This is the layer where users interact.

Layer 6 (Presentation layer)

· Also called translation layer, this layer converts the data format received by the application layer to a common format.

· This layer is in charge of translating the received data into ASCII.

· It also used to compress data and add encryption.

Layer 5 (Session layer)

· This layer allows two programs in different computers to establish a communication session.

· The two programs define how data transmission will be done by adding progress markers to the transmitted data.

· If the network fails, the two computers restart the retransmission from the last received marker instead of retransmitting all data again.

Layer 4 (Transport layer)

· At this layer the data is divided into several packets.

· At the receiving computer, this layer is also in charge of putting the packets in order, if they arrived out-of-order and also checking data integrity, usually sending a control signal to the transmitter called acknowledge or simply ack telling that the packet arrived and data is intact (unbroken)

Layer 3 (Network layer)

· This layer is responsible for establishing paths for data transfer through the network and it defines the network address.

· This layer defines the logical network layout using IP address.

· Routers can use this layer to determine how to forward packets.

Layer 2 (Data-Link layer)

· This layer gets the data packets send by the network layer and convert them into frames that will be sent out to the network media, by adding the physical address of the network card of your computer, the physical address of the network card of the destination, control data and a checksum data, also known as CRC (cyclic redundancy check). 

· The Data Link layer on the receiving computer will recalculate the checksum and see if the new calculated checksum matches to the value  sent, it sends an acknowledge signal to the transmitting computer. 

· Bridge, Switches, intelligent hub etc. operate at the Data Link Layer.

Layer 1 (Physical Layer)
· The Physical layer is responsible for the ultimate transmission of data over network communications media. 
· It operates with data in the form of bits that are sent from the Physical layer of the sending (source) device and received at the Physical layer of the destination device. 
· Hubs, NIC and Repeaters are standard network devices that function at the Physical layer. 
· Cables and Connectors also are a part of the Physical layer. 
· Data are transmitted using different type of signaling supported by the physical medium in the form of: - 

· Electric voltages 

· Radio frequencies 

· Pulses of infrared or ordinary light 
2.4.3. Protocols of each layer

· A protocol is a set of rules that governs the communications between computers on a network. Network protocols include mechanisms for devices to identify and make connections with each other, as well as formatting rules that specify how data is packaged into messages sent and received.


 layer" 
Layer 7 protocol (Application Layer)

FTP, File Transfer Protocol is a standard 
· 
protocol" 
network protocol
 used to exchange and manipulate files over a TCP/IP-based network, such as the Internet. 

· HTTP, Hypertext Transfer Protocol

· Telnet, a remote terminal access protocol

· SMTP, Simple Mail Transfer Protocol. Etc

Layer 6 protocol (Presentation Layer) 

· Determines how computers represent data [ASCII, EBCDIC, GIF...]. 

· The Presentation Layer relieves the Application Layer of concern regarding syntactical differences in data representation within the end-user systems. Note: An example of a presentation service would be the conversion of an EBCDIC-coded text file to an ASCII-coded file.

Layer 5 protocol (Session Layer)
NFS Network File System is a 

file system" 
network file system
 protocol, allowing a user on a client computer to access files over a 
· 
network" 
network
 in a manner similar to how local storage is accessed. 

· RPC Remote Procedure Call. etc



layer" 
Layer 4 protocol (Transport Layer)

SCTP Stream Control Transmission Protocol is a 
· 
Layer" 
Transport Layer
 protocol, serving in a similar role as the popular protocols Transmission Control Protocol (TCP) and User Datagram Protocol (UDP). It provides some of the same service features of both, ensuring reliable, in-sequence transport of messages with congestion control.

· TCP Transmission Control Protocol is one of the core protocols of the Internet Protocol Suite. TCP is one of the two original components of the, so the entire suite is commonly referred to as TCP/IP. Whereas IP handles lower-level transmissions from computer to computer as a message makes its way across the Internet, TCP operates at a higher level, concerned only with the two end systems, for example a Web browser and a Web server. In particular, TCP provides reliable, ordered delivery of a stream of bytes from a program on one computer to another program on another computer. Among its other management tasks, TCP controls segment size, flow control, the rate at which data is exchanged, and network traffic congestion.

UDP User Datagram Protocol is one of the core members of the Internet Protocol Suite, the set of network protocols used for the Internet. With UDP, computer applications can send messages, in this case referred to as datagram, to other hosts on an 
· 
Protocol" 
Internet Protocol
 (IP) network without requiring prior communications to set up special transmission channels or data paths. UDP is sometimes called the Universal Datagram Protocol. etc

Layer 3 protocol (Network Layer)
ARP Address Resolution Protocol is a 

network" 
computer networking
 protocol for determining a network host's link layer or hardware address when only it’s 
· 
Layer" 
Internet Layer
 (IP) or Network Layer address is known. This function is critical in local area networking as well as for routing internetworking traffic across gateways (routers) based on IP addresses when the next-hop router must be determined.

· RARP Reverse Address Resolution Protocol

OSPF Open Shortest Path First is a 

routing" 
dynamic
 

protocol" 
routing protocol
 for use in 
· 
Protocol" 
Internet Protocol
 (IP) networks. Specifically, it is a link-state routing protocol and falls into the group of interior gateway protocols, operating within a single autonomous system (AS).

· RIP Routing Information Protocol. etc



layer" 
Layer 2 protocol (Data Link Layer)

Ethernet is a family of frame-based 

network" 
computer networking
 technologies for 

 network" 
local area networks
 (LANs). The name comes from the physical concept of the ether. It defines a number of wiring and signaling standards for the 

Layer" 
Physical Layer
 of the OSI networking model as well as a common addressing format and 

Access Control" 
Media Access Control
 at the 
· 
Layer" 
Data Link Layer
.

· FDDI Fiber Distributed Data Interface


· 
Relay" 
Frame Relay

· ATM Asynchronous Transfer Mode



layer" 
Layer 1 protocol (Physical Layer)

ADSL Asymmetric Digital Subscriber Line is one form of the Digital Subscriber Line technology, a data communications technology that enables faster data transmission over copper 
· 
line" 
telephone lines
 than a conventional voice band modem can provide.

· ISDN Integrated Services Digital Network is a set of communications standards for simultaneous digital transmission of voice, video, data, and other network services over the traditional circuits of the public switched telephone network.

· SDH Synchronous Digital Hierarchy

· SONET Synchronous Optical NET working. etc

Data communication and computer network 
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